SateNet Employment
GET INSIDE

At SafeNet, our goal is to employ the brightest and most talented people in the industry.
With more than 30 offices worldwide and more than 1,100 employees, we know the
importance of hiring the very best to make our company succeed. No matter what the job
iIs—Tech Writer, Software Engineer, or Customer Service Rep—we’re always looking
for our future leaders. If you’re seeking a challenging career and would like the
opportunity to advance, then SafeNet may be right for you. SafeNet, get inside.

We are currently recruiting for the following position to be located at our corporate
headquarters in Belcamp, Maryland.

Security Engineer

Summary:
Under general technical direction from the Lead Systems Security Architect, the Security

Engineer carries out all phases of information system/network security programs.
Conducts regular audits to ensure that systems and networks are being operated securely,
and that information systems security policies and procedures are being implemented as
defined in security plans. Conducts investigations of computer security violations and
incidents, reporting as necessary to management. Responds to queries and requests for
computer security information and reports.

Responsible to actively promote, maintain and validate the availability, integrity, and
confidentiality of the organizational information assets in compliance with Company
security policies, standards and best practices. Protects data from unauthorized access,
use, disclosure, destruction, modification, or disruption to access.

Qualification Requirements:

Education:
e Bachelor’s degree in Computer Science, Information Systems, major is required.

Experience:
e 5-7 total years IT experience with demonstrated growth path with 4 of those years
specializing in IT Security

Skills:
e Strong written and oral communications skills.

e Able to promptly isolate security threats on both the internal and external
networks.



Exposure to Oracle E-Business Suite security practices is also preferred.
Excellent technical documentation skills are also required.

Excellent communication, interpersonal, organization and planning skills.
Knowledge of Active Directory and LDAP-based directories.

Basic understanding of PKCS standards.

Ability to analyze sniffer traces and be able to resolve routing and firewall issues.
Ability to learn and integrate new technologies in a fast-paced environment.
Able to discover information protection needs

Define system security requirements

Assist in design of system security architecture

Assist in the preparation of Information Security policies and procedures
Able to develop detailed security design documents

Implement system and network security

Assess information protection effectiveness

Licensures, Certifications:

CISSP
CISSP
CCNA
MCSE
Must be able to obtain a DoD security clearance.

Essential Duties and Responsibilities: include, but are not limited, to, the following:

Ensures the proper operation of technology applications and equipment.

Develop security policies, procedures, and change management for network
operations and business applications.

Develop the strategies to deploy effective application internal controls.
Conducts vulnerability assessments of information systems.

Performs incident response activities for security events.

Consults and provides information security expertise in support of various IT
projects.

Respond to security related help desk tickets

Support Checkpoint and Cisco ASA firewalls

Analyze Intrusion Detection and Intrusion Prevention logs

Provide support for SafeNet’s own security products and service: HSM, Luna,
HA2000, Protectdrive and others

Resolves technology support issues for employees which may require desk-side
assistance.

Present security status reports and project status to management.

Performs research and development on Information Security related topics.
Promote security awareness in the organization.

Other duties as assigned

We offer competitive salaries, an excellent benefits package, telecommuting
opportunities for some positions and a beautiful corporate headquarters overseeing the
Bush River in Harford County, Maryland.



On site, our employees can take time from their busy days and unwind in our fitness
center. At no cost to our employees, our fitness center includes a nice selection of
stationary bikes, treadmills, elliptical machines and an all purpose multi-station gym.

rd
Our 3 floor break room is an ideal place to spend your lunch time with other co-workers.
Fully equipped kitchen appliances and an ample selection of vending choices will give
you a variety of options with lunches and dinners. A cable TV, air hockey and ping pong
tables will unfortunately make your lunch break go by very fast. We are minutes
away from many restaurants and “lunch places” and a few miles down the road from I-
95.

To apply for this position please send your resume to humanresources@safenet-inc.com

SafeNet is an Equal Opportunity Employer
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